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RESEARCH ON 5G MOBILE NETWORK SECURITY TECHNOLOGY

Abstract: The 5G mobile network is a critical infrastructure for building a networked society and
enabling the connectivity of all things. The future development of various industries will depend on the
rapid advancement of 5G mobile communication technologies. 5G leverages changes and innovations in
system architecture and core technologies to achieve network deployment. The technology for
safeguarding and ensuring the security of 5G networks is of utmost importance. In the context of the
gradual deployment of 5G mobile networks, this thesis primarily focuses on aspects of 5G mobile
network security. Technical issues in the network are analyzed, and corresponding technical security
measures are explored. References are provided for further technical research and the implementation
and deployment of 5G mobile communication networks.

Introduction

5G represents a significant enhancement in the technical realm, promising users faster and more stable
communication services. As the next-generation mobile communication network, 5G has garnered
widespread attention across all sectors of society. It extensively employs technologies such as ultra-dense
networks and Software-Defined Networking (SDN), which offer evident advantages in terms of network
speed and stability. The performance of 5G mobile networks has seen substantial improvements in
various aspects, including traffic density, end-to-end latency, peak data rates, mobility, the number of
connections, and internet speed. It effectively supports the realization of massive device interconnections
and differentiated service scenarios, enhancing user experiences.

From the perspective of interacting with network data, 5G can meet the requirements of Triple Play and
the Internet of Things (l1oT). 5G mobile networks encompass rich functionalities and have broad
application areas, thus imposing high demands on network security [1]. 5G mobile networks must
establish a more comprehensive, efficient, and energy-efficient communication network and service
model to meet security needs in various aspects. 5G must ensure the security of devices within the access
network. It employs a unified security management mechanism to provide assurances for device
confidentiality and authentication [2].

Forensic Examination Technology for Pseudo-Base Station Attacks in 5G Mobile Communication
Networks

The deployment and utilization of 5G mobile communication networks hold the potential to significantly
enhance public productivity and improve the lives of residents. However, owing to economic interests,
there have been numerous instances of attacks on 5G communication networks. Among the multitude of
attacks on 5G mobile networks, the pseudo-base station attack is a typical example. In this attack,
malicious actors disguise a pseudo-base station as a legitimate operator's base station, compelling nearby
mobile devices to connect to the pseudo-base station. Subsequently, the attackers send malicious text
messages, such as phishing links and spam advertisements, to the mobile devices connected to the
pseudo-base station [3].

Pseudo-Base Station Structure and Attack Principle

From a production standpoint, there is no unified specification for pseudo-base stations; the external
appearance of various pseudo-base stations varies significantly, while most internal modules of pseudo-
base stations share a similar structure. A pseudo-base station typically consists of a power supply system,

5


mailto:irada_seyid@mail.ru
mailto:seyidovafidan8@gmail.com

a transceiver, and a control system. The pseudo-base station employs a user control interface for
interaction with the operator. Within the operational interface, parameters such as transmission
frequency, power, and information content can be modified and edited [4].

In mobile communication networks, operators typically employ a one-way identity verification method
to confirm the legitimacy of mobile access users. In this method, the base station verifies user device
information without allowing the user to verify the base station. The one-way authentication vulnerability
makes it impossible for users to detect pseudo-base stations. When a pseudo-base station executes an
attack, it initially acquires information about the operator's base station cell and, in accordance with the
current frequency allocation, maintains the same transmission frequency as that of the operator's base
station. This compels mobile devices within its coverage area to connect to the pseudo-base station.
Analysis of Pseudo-Base Station Attacks

Attacks on pseudo-base stations primarily encompass the tracking of user information within the mobile
communication network and the dissemination of malicious short messages to network users. The
pseudo-base station acquires information such as the operator's trade name, access point, and the signal
strength level of surrounding base stations, configuring itself accordingly. Intrusion into the user accounts
of mobile communication networks, theft of personal confidential information, and financial details of
users have become the targets of a chain attack on the network accounts of pseudo-base stations. The
pseudo-base station repeats the relevant steps and can continuously target the network accounts of
multiple users [5].

Forensic Examination Technology for Pseudo-Base Station Attacks

Regarding the behavior of pseudo-base stations during an attack, to achieve precise forensic examination,
a forensic design for pseudo-base stations based on radio frequency fingerprints can be employed. The
process involves collecting the original signal transmitted by the pseudo-base station, recording the
collection time and location information, and, after processing with modulation area and waveform shape
area modules, extracting the target signal segment from the packet to create a fingerprint.

In the RF fingerprint generation module, the system extracts signal characteristics from the modulation
area and waveform shape area to construct the RF fingerprint of the pseudo-base station. This involves
computing wavelet changes and non-stationary frequency and phase waveform changes, resulting in
changes in both the frequency domain and wavelet domain. Signal shapes in the time domain, frequency
domain, and wavelet domain are obtained, and these signal shapes are used for subsequent feature
extraction. Frequency-time statistical characteristics of a large number of training bit sequences are
computed. Features are ranked based on their importance, combined with envelope amplitude
characteristics of the pseudo-base station signal, and selected statistical indicators represent the
characteristics of the entire training bit sequence as input vectors for the classifier.

In the forensic examination system processing, it is necessary to compare the collected RF signal
fingerprint with the fingerprint of the pseudo-base station. A recognition module is developed, utilizing
machine learning algorithms to model the RF fingerprint data of the pseudo-base station. Supervised
learning is applied, and a support vector machine classification algorithm is chosen to classify the RF
fingerprints according to the pseudo-base station's frequency. For each pseudo-base station, fragments
of the training signal M packet sequences are used to generate a multidimensional RF fingerprint and
train the classifier. For N pseudo-base stations in the pseudo-base station database, NxM packet
sequences are required to train M classifiers. During the forensic examination phase, if the RF fingerprint
matches one in the database, the current time and location are added to the database. Otherwise, it is
assumed that the RF fingerprint originates from a pseudo-base station that has never been detected [6].
Data Privacy Protection Technology in 5G Mobile Communication Networks Based on Blockchain
A blockchain-based 5G mobile communication network employs a decentralized system structure for
data management, effectively mitigating centralized security risks. Utilizing blockchain's tamper-proof
and immutable security features, it becomes possible to manage a vast amount of personal data while
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ensuring data authenticity. This is achieved by effectively combining blockchain technology with an
autonomous database to partition access permissions to data and employing a decentralized approach to
manage personal privacy data and associated permissions. Applications must obtain permission to access
user data before they can gain access.

After encrypting user data, it is stored in a distributed database outside the blockchain. The user
authorizes the application through permission settings, allowing it to modify specific data and recording
the granted permissions and data pointers on the blockchain. When the application requests specific data,
a data access request is generated and recorded on the blockchain. The network system verifies the
application’'s access rights by checking the blockchain records and signatures. If the authorization
requirements for the operation are met, the operation is recorded on the blockchain, and the data is
returned to the application through the database. Since the blockchain fully records the application's
behavior, users can change data access permissions at any time. In a blockchain-based 5G mobile
communication network, transparency and auditability of the data handling process are provided to users.
Users can track data, clarify the entire data retrieval and modification process, and ensure data security.
Blockchain's digital signature technology is employed to confirm the integrity and origin of specific data
or files and guarantee that data or files have not been maliciously altered [7]. In a blockchain-based 5G
mobile communication network, the immutable nature of the blockchain can be utilized to create a
blockchain-based user data privacy file signing system.

Blockchain technology ensures that recorded node values cannot be altered. After the system publishes
a block containing the root node's value, the file sender uses the corresponding root node value and
timestamp to create a signature. When sending the file to the recipient, both the file and its corresponding
signature must be sent simultaneously. Upon receiving the file and its signature, the recipient must verify
the file's signature [8].

Conclusion

The services of 5G mobile communication networks exhibit diversified and differentiated characteristics,
and the network architecture typically represents a new situation of virtualization, cloudiness, and
immersion. These changes in network structure have led 5G mobile communication networks to face
numerous new challenges in terms of security management and control mechanisms.

Focusing on the investigation of security technologies in 5G mobile communication networks, this article
primarily explores the security scheme of the 5G network service segment, analyzes behaviors during
pseudo-base station attacks, and investigates user data protection based on blockchain technology. When
analyzing the characteristics of pseudo-base station attacks, new attacks involving chain attacks on
network account credentials are examined, and a pseudo-base station forensic examination system based
on radio frequency fingerprints is discussed.

Blockchain-based security technology for 5G mobile communication networks is still in its early stages
of development, and there are many issues that need to be addressed. The integration of blockchain into
the security system of mobile communication networks incurs computational overheads, such as
encryption and decryption computations and hash computations, which reduce system throughput and
increase energy consumption. Given the existing challenges, further research is required [8].
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PasBuTHE KOPIIOPATHBHOM CeTH VI PUHAHCOBBIX Y4YpPeKAeHUI

Mawmenosa YasBust Myszaddap

Cymranrckuii I'ocynapcTBeHHbIH YHUBEpCUTET

Paman Mamenos

AzepOaiixKaHCKUIl ToCy1apCTBeHHbIH YHUBEPCUTET He(pTH U MPOMBIILJIEHHOCTH

AHHOTanuA. B coBpeMeHHOM (PMHAHCOBOM CEKTOPE KOPIOPATHUBHBIE CETU WUIPAIOT KIIOYEBYIO POJIb.
OTH ceTH OKa3blBAIOT 3HAUUTENILHOE BIMSHUE Ha pa3BUTHE, 3P (HEKTUBHOCTh, 0€30MACHOCTh U Ka4eCTBO
YCITyT, TIPEIOCTABISEMBIX (PMHAHCOBBIMH YUPSXKICHUSIMUA. B TaHHON CTaTbhe MBI MpenocTaBuM 0030p
(YHKLIIMOHUPOBAHUS KOPIOPATUBHBIX CeTe i (MHAHCOBBIX YUPEXKAECHUH M OOCYIUM OCHOBHBIE
MIPUHLIMIIBI U Ba’KHbIE BOIIPOCHI B 3TOM 00J1aCTH.

KiroueBbie cj10Ba:0e3011acHOCTh U KAYECTBO, YIIPaBJIEHUE TaHHBIMH, (PMHAHCOBBIN CEKTOP
KopriopaTuBHBIE CeTH SABISIOTCS OJJHUMH M3 CAMBIX 3HAYMMBIX aKTUBOB 151 QUHAHCOBOTO YUPEHKICHHS.
VYnpaBneHue JOCTYNIOM K NPUBWIETUSM KIMEHTOB U (PMHAHCOBOM MH(MOpMALMM, a TaKxke
aJIMMHHUCTPUPOBAHUE aKTUBOB U 0OecriedeHre 0€30acHOCTH TPEOYIOT IPABUIILHOTO YIIPABICHUS 3TUMU
cersMu. DUHAHCOBBIE YUPEKJICHHS BKJIAIbIBAIOT 3HAYMTEJIbHbIE CPEJCTBA B (DYHKIIMOHHPOBAHUE
KOPIOPaTUBHBIX CETEH, MOCKOJIbKY 3TO IOMOTaeT UM IPEIOCTABIATh KaYECTBEHHBIE JIOJITOCPOYHBIE
yCIyrH U obecreunBaeT 0€301acHOCTb.

OCHOBHBIE IPUHIIAIIBL:

* besomacHocTh: be3omacHOCTh sBISETCS OJHOW M3 CaMbIX BaXXKHBIX NMpoOJieM A (UHAHCOBBIXY
YpeXJCHUH B OTHOIIEHUHM KOPIOPATUBHBIX ceTeil. 3amura uHGOpMaUuu U IpeAoTBpalleHue
HapyLEeHUH SBISIOTCS HEOOXOAMMBIMHU JAJsl obecneueHust 0e30MacHOCTH (pMHAHCOBOM MH(popManuu
KJIMEHTOB U CaMOT0 YUPEXKJICHUS.

* IIpousBogurensHocTs U DddextuBHOCTh: KoprnopatuBHbele ceT A (UHAHCOBBIX YUPEKACHUH
JOJKHBI  OBITH  BBICOKOIIPOU3BOJIUTENIBHBIMU M CTaOMJIbHBIMH. ODKOHOMMS 3aTpaTr, ONTHUMMU3ALMS
BpPEMEHU U onepanroHHas 3 (HEeKTUBHOCTh UTPAIOT KIIOUEBYIO POJIb B 3TOM OTHOILICHHHU.

* PesepBupoBanue: Hamuune pe3epBHBIX ceTell M XpaHUJIHUIL JaHHBIX BHYTPU CETH SIBISIETCS BaXKHBIM
JUIE HE3aBUCHUMOM YCTOWYMBOCTH K cO0siM cucTeMbl. Pe3epBHpoBaHHE SBISIETCS KPUTHUYECKUM
MPUHILIMIIOM /17151 GMHAHCOBBIX OpraHU3aIuil.

* VmpaBnenune u MonutopuHr: IIpaBunbHOE yIpaBlI€eHHE M MOHUTOPHHI KOPIIOPAaTUBHBIX CETEH
HEOOXOUMBI JIJIs1 OBICTPOTO BBISIBJICHUS TEXHUYECKUX MPOOJIEM U 00ecTieueHHs 6€30TacHOCTH.

+ OO6cnyxuBanue kiueHTOB: [IpemocraBieHne BBICOKOKAUYECTBEHHBIX YCIYT KIMEHTaM SBISETCS
BaXHBIM JJIs1 GUHAHCOBBIX yupekaeHuil. ObecrneueHne BHICOKOT0 KauecTBa U MPOU3BOIUTENILHOCTH B
CETSIX BaXKHO Ul JOCTHKEHUS 3TOM LIETH.

* OyHKIIMOHMPOBAHNE KOPIIOPATUBHBIX CETEH:



