VYupasnenue naHHbIMU: KopriopaTuBHBIE CeTH MCTIONB3YIOTCS Ul YIPABICHHUS U XpaHEHUS OOJIBIINX
00beMOB HH(OPMAINH, TeHEPUPYEMOH (PMHAHCOBBIMH YUPEKACHHSIMH, BKJIIOYas JaHHBIC O KJIMCHTAX,
(uHAHCOBBIE OTYETHI, JAHHBIC O TPAH3AKLUAX U PHIHOYHBIC JAHHBIE.

Kommynukanyn: GuHaHCOBBIE YUPEKACHUS UCHOIB3YIOT KOPIOPATUBHBIE CETH KaK JUIsl BHYTPEHHETO,
TaK W JUI BHEIIHErOo OOLIeHWS, BKJIIOYAs 3JEKTPOHHYIO II0YTY, MIHOBEHHBIC COOOIIEHHS H
BUJCOKOH(PEPEHIMU. OTH CETH TaKkKe OO0JIEryaroT COTPYJHHYECTBO MEXAY COTPYIHUKAMH,
paboTarOIMMHU B pa3HBIX MECTax.

Toprosnsi: @UHAHCOBBIE YUPEKACHUS HCIOIB3YIOT KOPIOPATUBHBIC CETH JJIS JOCTYNAa K PHIHOYHBIM
JTaHHBIM, TPOBEICHHUS TOPTOBBIX ONEPALM W ONTUMM3ALMH HCIOIHEHHS CAEIOK. DTH CETH TaKXkKe
o0ecreynBaroT Oe30MaCHOCTh U IEJIOCTHOCTh TOPTOBHIX ONEpaLUii.

VYupasnenne puckamu: KopropaTuBHBIE CETH HCIONB3YIOTCS A MOHHTOPHHIA M OTYETHOCTH O
MOJIO3PUTENILHBIX JICHCTBUSAX U YIPABICHUS PUCKAMHM, CBSI3aHHBIMH C (DMHAHCOBBIMU OIEPALUSMH U
MHBECTHIUSAMH, 00eCreunBasi COOTBETCTBUE TPEOOBAHMSM PETYIUPOBAHHS U O€30MIaCHOCTb.
CobGmronenue: KopropaTuBHBIE CETH UIpalOT KIIIOYEBYIO pOJIb B OOECIEUEHHH COOJIOJCHHUS
(MHAHCOBBIMHU YUPEKACHUAMHU TPEOOBAHUIN PEryIUpPOBaHUS U BHYTPEHHUX MOJIUTUK. OHU YIPOILIAIOT
MOHHUTOPHUHT ¥ OTYETHOCTH 110 COOITIOICHUIO.

OOcnyxuBanue KiIHeHTOB: (DHHAHCOBBIE YUPEKICHHS HCIONB3YIOT KOPIOPATHBHBIE CETH IS
MPEOCTABICHUS TIOJICP)KKH U YCIYT KIMEHTaM, BKIII0Yas HHTEPHET-0aHKHHT, MOOMIIbHBINA OaHKHUHT H
nudpoBble KaHalbl. OTH CETH TakXke obOecrnednBaloT 0e30MacHOCTh M KOH(DUICHIHATbHOCTD
nHpOpMAIINY O KJIHEHTaX.

3aki0ueHnne

B 3aximouenue, GpyHKIIMOHUPOBaHNE KOPIIOPATUBHBIX CETEH SBISETCS KIFOUYEBBIM U CJI0KHBIM BOIIPOCOM
i (pUHAHCOBBIX yupexaeHuil. [IpuHIMIBI W maru, oOCyXIaemble B 3TOW CTaThe, MOMOTAOT
3(Q(QEKTUBHO YNPABIATH STHMHU CETSIMU M MO3BOJIIOT (PUHAHCOBBIM YUYPEXKICHUSM IPEIOCTABIAThH
BBICOKOKQUECTBEHHBIE, O€30MacHbIe U A(PPEKTHBHBIC YCIYTH CBOMM KIIMEHTAM.
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Abstract

This article discusses the analysis and resolution of structured and unstructured problems in the field of
transportation, the use of artificial intelligence and technological capabilities, and research in various
fields related to transportation research, such as hybrid data sets, neurology, deep learning, and object
recognition. In addition to this, the analysis of current issues and their adaptation in terms of time and
financial benefits in almost all areas has been applied in the analysis of the Ministry of Transport.

Key words: Deep Learning, Neural Network, Machine Learning, Object Recognition, Python, Yolo,
YoloVs.

Introduction.

In today's world, automation, economic development, urbanization, and population growth have led to
an increase in the number of vehicles, making parking problems more prominent and acute. Finding
parking spaces and securely storing vehicles in the city has become one of the most pressing issues for
people when commuting, traveling, shopping, or attending to other daily needs. The solution to such
parking and transportation problems is online parking reservation. In this article, we will explore what
online parking should be, what functionalities it should possess, how it should operate, and we will
analyze and systematize the benefits of this system for drivers, pedestrians, businesses, and city
authorities. Online parking is a system that allows drivers to place their vehicles in parking spaces and
make reservations for them online, all without any physical interference. In this system, drivers can
control the system, find and reserve a parking space using online maps, control their vehicles at the
designated location, and make online payments using card services. City leadership, government, and
private parking owners can also use this program to control and manage parking spaces remotely and
efficiently.

The Role of Deep Learning and Object Recognition in Discovering Transportation

Deep learning is one of the most important branches of artificial intelligence and is a type of machine
learning. It is used to obtain, analyze, and develop machine data and teach machines by using neural
networks, including sequential and YOLO-type control algorithms. This technology and similar libraries
are widely used in various fields, especially in technological fields when processed on a large scale using
massive data. To use deep learning and gain a deeper understanding, it is important to realize that
machines can autonomously analyze and interpret data independently of human influence. Neural
networks are crucial in this context, as they resemble the structure of the human brain, particularly in the
technical process area, and play an important role in the sequential analysis of data using these methods.
Image 1: Neuron networks process incoming data to produce a single result.

Neural networks, inspired by the functionality of the human brain, align and analyze data to learn from
various information. Neural networks take in any object based on any number of classified characteristics
and provide a single result (Image 1). Deep learning also plays an essential role in various fields, such as
technical analysis and management, data analysis, and classification based on general characteristics. It
is used in multiple areas, including the analysis and prediction of images and audio data. In the context
of object recognition, artificial intelligence plays a key role in simplifying the use of new technologies
for researchers. It is equipped with the most modern algorithms that make it possible to analyze unknown
processes and learn more about them. Object recognition is a sequential process used to make analyzing
and comprehending unknown objects or subjects easier and more precise. The fundamental stages of this
process are as follows:

Event Identification: In the initial step of object recognition, the controlled portions are selected to better
understand and identify the object or subject of interest. Factors that accelerate the recognition process
are included in this stage.

Preparation of the Analysis Plan: Establishing an analysis plan is crucial for a more detailed and
comprehensive study of the object or a clearly defined subject. The result of this analysis determines how
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the object is taught in-depth through different sequences and how it should be understood. The analysis
preserves the specific characteristics of the object.

Control and Analysis: In this phase, experiments are conducted to gather all the information about the
object's actions and characteristics. This aids in collecting and analyzing the controlled object in detail.
Collection and Explanation of Results: Observations are prepared and analyzed. This is done to express
the characteristics and information of the controlled object more clearly. Observers convert the obtained
analysis results into graphics and prepare standard information to learn more about the object.

Analysis of Acquired Results: Observations' results are transferred and explained. These results are
critical in explaining the importance and ultimate goal of the object.

Sequencing of Results: The results of observations are prepared for sharing through articles. Sharing
these results is a crucial step in transferring the object’s information to other observers and colleagues.
Object recognition greatly supports analysts in gaining new knowledge and understanding subjects more
clearly. This process shapes the foundation of analysis and finds a way to discover the unseen.

When working with artificial intelligence, the use of YOLO algorithms and the establishment of
algorithmic structures.

YOLO (You Only Look Once) is an algorithm that falls under the umbrella of object recognition methods
in computer vision, working with images displayed on computer screens. This algorithm has consistently
been one of the most recent and modern technologies used for object recognition and development since
2016. YOLO algorithms introduced different system and structure open-source libraries, allowing for
sequential processing and the preservation of a wide range of symbol color palettes, which are quickly
adopted by various programs and systems. The goal of YOLO algorithms is to analyze and systematically
interpret the objects using framing methods and formulate results. YOLO algorithms also stand out with
their use of sequential and deep learning-based structures and algorithms, which are essential for object
recognition and are even further developed in new versions (Image 2). YOLO's unique advantage is its
ability to extract near-perfect frames in its established sequences, making it easy to select objects. Here,
objects are sketched from various angles, and the obtained results are classified based on different
characteristics. YOLO structured algorithms continue to evolve by adding them to other algorithms,
especially in the v5 neural networks, which allows for faster processing and capturing real-time reactions
of objects.

Image 2: Analysis of object detection using YOLO algorithms with framing.

Modern technologies like YOLOv4 and YOLOV5 create algorithms with reduced error margins, which
lead to clearer and faster object detection through framing (Image 2). These algorithms significantly
improve the speed and quality of object recognition. YOLO algorithms are also used in various
applications, including enhancing network security, analyzing and detecting medical conditions, and
automating real-time systems. Additionally, they are employed in managing different layers of work,
analyzing developments, and assessing the quality of established systems. In this section, we discussed
the advantages provided by YOLO algorithms, the principles they adhere to, and specific detection
versions. We also explored how this system operates and the demands coming from various locations
and institutions. These algorithms are essential for further enhancing the systems currently in use.

Conclusion

The establishment of online parking not only alleviates traffic accidents and perpetual congestion in the
city but also ensures time efficiency through registration and control. Research has shown that this
process can be effectively addressed with artificial intelligence, not only in managing roadways but also
assisting law enforcement agencies in identifying individuals and stolen property. YOLO algorithms are
among the most advanced technologies for object detection, and their libraries allow for precise real-time
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location identification and framing accuracy. In the established structure, online parking offers several
advantages, including time savings, environmental preservation, increased revenue, and enhanced safety
and traffic security. The system is primarily based on the Python programming language and is structured
in terms of architecture. Overall, it retains the functions of traffic monitoring and management at the state
level and in the broader market.
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SAYTLARA ZIiYAN VERON XSS HUCUMLARININ NOVLORI

Oliyeva Nailo
Oliyeva Yegano
Azarbaycan Dévlat Neft va Sanaye Universiteti
Xiilasa
Magaloda XSS hiicumlar1 anlayist haqqinda otrafli arasdirmalar aparilmis, genis sokilds yayilmis XSS
hiicumlarinin névlori geyd olunmusdur. Istifadogilorin vo proqramgilarin maruz qaldigi bu hiicumun
ndvlorinin ayri-ayriliqda forqlori izah olunmusdur. Homginin XSS hiicumlarinin yaranma sabablori vo
onlardan qorunma yollart miioyyanlasdirilmisdir. ©lava olaraq XSS hiicumlarinin yaratdig:1 zararlora
osason veb totbiq novlori aragdirilmigdir. Bu hiicumlar totbiglora gdstordiyi ziyanlarin naticasindo
totbiglordo bas vermis doyisikliklor tohlil edilmisdir. Qeyd olunan doyisikliklarlo bagli arasdirmalar
aparilmis vo onlarin aradan qaldirilmasi ti¢lin miiayyon tadbirlor goriilmiisdiir.
Acar sozlar: Cross Site Scripting (XSS), Document Object Model, zaororli horokotlor, Reflective XSS,
hiicum novlori, Stored XSS

Giris. Son giinlor Azorbaycanda bazi saytlara qars1 hiicumlar intensivlogib. Hiicumlar xarici 6lkoslordon
hoyata kecirilso do sifaris¢gilor adston rogiblor vo yaxud digor maraqli soxslor olur. Veb saytin
hazirlanmasinda on miihiim masalo o saytin tohliikosizliyidir. Dagidila bilmoyon veb sayt yoxdur. Hor
saytin zoif cohati ola bilor. Sadaco, onu dagitmaq vo ya miidaxilo etmok istoyon hakerin giiclindon ¢ox
sey asihidir. Haker no qodor giicliidiirsa, veb sayt bir o qodor zoifdir. Umumiyystlo, informasiya
tohliikasizliyi elo bir problemdir ki, onun garsisini tam sokildo almag miimkiin deyil. Cross Site Scripting
(XSS), tacaviizkar veb totbiqini istifadoginin brauzerinin icra eds bilocayi formada malumat gondormoak
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