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ATAKA CUCTEM IIOCPEJICTBOM MAKPOCOB WORD JOKYMEHTOB
9sadov 9kbar, 9sgarov Taleh

AbcTpakT

Hcnons3zoBanue mMakpocoB B Microsoft Word mMoskeT 3HaUMTENbHO YIPOCTUTh PYTHHHBIC 3aauul IS
[oJIb30BaTese Bcex ypoBHell HaBblkoB. OT mpocToro (opMaTHpOBaHUS TEKCTa 1O Oojiee CIOMKHBIX
oreparuii, TaKUX Kak CIMSHHE JAaHHBIX U3 Pa3JIUYHBIX HCTOYHUKOB WM CO3JAHME I0JIb30BATEIBCKUX
¢byHkuuid. Makpochl MO3BOJISIIOT CYIIECTBEHHO MOBBICUTH 3 (EKTUBHOCTH PadOTHI € JoKyMeHTaMu. Kak
u 1000 MOIIHBI MHCTPYMEHT, HCIIOJIb30BAHME MAaKpOCOB TakKK€ MOXET HMETb CBOM PHCKH.
HekoppekTHO HanncaHHbIE MAaKPOCHI TN MAKPOCHI C BPEJJOHOCHBIM COJIEPKUMBIM MOTYT IPEACTABIIATh
yrpo3y 06e30macHOCTH JaHHBIX. [loueMy BaKHO OBITH OCTOPOXKHBIM IpPH 3arpy3Ke U BBIOJIHEHUU
MaKpOCOB U3 HEHAJIC)KHBIX NCTOYHUKOB IOKAYKET JTaHHAS CTAThsI

KawueBbie ciaoBa: Word 1oxkyMeHT, MaKkpoc, BPEIOHOCHBIC JOKYMEHTBI, O€30MaCHOCTh JIaHHBIX,
COIMaJIbHAS HHKEHEPHSI, KOMITBIOTEPHBIIH BUPYC

Beenenne

[Mpunoxenuss Microsoft Office, takne kak Word u EXxcel, mo3BomisitoT monb3oBaTensM BCTPaHUBAaTh
Makpochi[ 1], KOTOpBIE MPEACTABIISIOT COOO0 CEPUI0 KOMAH]T M MHCTPYKIIU, CTPYIIITUPOBAHHBIX BMECTE
IUISL IPOTPaMMHOTO BBITIOJTHEHMS 3a7a4n. OpraHnu3aliy 4acTo HCHOIb3YIOT MaKpOCHI JUISl YIIPABICHUS
JMHAMHYECKAM KOHTEHTOM U CBSI3bIBAHHS JIOKYMEHTOB C BHEIIIHUM KOHTEHTOM.

Makpocsl MokHO mucath ¢ Hyns Ha Visual Basic ans mpunoxenuit (VBA)[2], MOUIHOM s3bIKe
CIIEHAPHUEB C TOJIHBIM JOCTYIOM K 00bekTaM ActiveX[3] u y3ny cuenapues Windows, aHalorHaHOMY
JavaScript B HTML-npunoxeHusx.

B 31011 cTaThe MbI Oy1eM KCITIOIb30BaTh BCTpOeHHBIH Makpoc B Microsoft Word mis 3amycka PowerShell
IIPU OTKPBITUH JOKyMeHTa. MaKkpoChl — OJIMH U3 CTapeHInnX 1 HanOoJIee H3BECTHBIX BEKTOPOB aTaK Ha
cropoHe kireHTa. OHU U CErOHS XOPOIIIO pab0TAaIOT, €CIIM HaM yacTCsl yOSTUTh KEPTBY BKIFOUUTh HX.
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NwmeiiTe B BHUIly, UTO CTapble BEKTOpPHI aTak Ha CTOPOHE KJIMEHTA, BKIIIOYas TUHAMHUYECKUH OOMEH
naaabiMu (DDE)[4] u pa3znuunble MeTonbI cBs3bIBaHMs U BHenpeHus oobekToB (OLE)[S], cerogns He
paboTaroT TOJKHEIM 00pa3oM 0e3 CYIeCTBEHHON MOIU(UKAIINY [[EIEBON CHCTEMBI.

ean

Llenbio TaHHOM CTAThH SBJISCTCS AEMOHCTpAIIMsI BO3MOKHOCTEH MakpocoB B daiiax Word st ataku
Ha 11es1eByro cuctemy ¢ Windows. A Tak sxe B 00pa3oBaTeNbHBIX EISX JEMOHCTPUPYETCSI BO3MOKHOCTb
coznanust Word ¢aiina ¢ BIUCaHHBIM B HETO MaKpOCOM MCIIONHSFOIIMM KO Jutst 3amycka PowerShell
Mertoaonorus

JaBaiite yrnyoumces u co3maaum mMakpoc B Word. Mer coznanum mycroit jokyment Word ¢ umenem
MYymacro u coxpanum ero B hopmare .d0C. DTO BaKHO, IOCKOJIbKY HOBBIN THII (haitia .d0CX HE MOXKET
COXpaHATh MAaKpPOCHl 0€3 MPHUKPEIUICHUsI COAepKAIIEro ero mabdjaoHa. ITO 03HAYAET, YTO MBI MOKEM
3amycKaTh Makpochl B (paiiyiax .0dOCX, HO HE MOYXEM BCTPAMBATh WA COXPAHATh MaKPOCHI B JOKYMEHT.
JIpyrumMu CIIOBaMH, MAaKpoC He SBISIETCS MOCTOSIHHBIM. B KauecTBe albTepHATHUBBI MBI TAaKXKe MOXKEM
UCIIOJIb30BaTh TUM (haiiia .dOCM 1St Halllero BCTPOSHHOTO Makpoca.

u Save As X
T o > Thi.. > Do.. > y ea Document
Organize ¥ New folder = w Fe)
a Music Name v Date modified Type
3 Videos Custom Office Templates 34 AM File f

a Microsoft Word
& OneDrive

Il This PC

File name: | mymacro . ‘

Save as type: [Wocd Document : |

Acthors Word Document
AUENOTE  \Word Macro-Enabled Document

Word 97-2003 Document

Puc. 1 — Co3nanue noKymeHTa.

[Tocne coxpaHeHHs TOKYMEHTa MbI MOXEM MPUCTYIUTh K CO3/IaHUIO HAIIETO MEepBOT0 Makpoca. UToObI
MEPEUTH B MEHIO MAKPOCOB, MBI HIEJIKHEM BKJIAJKy «BuI» B CTpOKE MEHIO, IIe HAIEM U IICJIKHEM
aneMeHT «MakKpoChI»:
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scro [Compatisalty Mode] - Weed

Tell e what you mere tn do

Flubes 'S > One Page =L ew Window - - &

- = Outine ) bl | by
. Dvat - Gridines =] Muligie Pages == Zerange Al -
Read  Pamt Web Immesive Vel Sude Zoomn  W00% I Swatch Macros Propertes
Mode Layout Layout Froade 1o Sde Nrvgatien Pane L Page 'Wiah Sele Wndow
Views mmeriter | Page Maeemet Sham loim ANz Maoes | SearePeirn
o PRODUCT MOTICE  Word hann t been activated. T keep sning Word sthost istermuption, activate befors Seturday. May 4 202 e x
' m - ] v 0N

Page 1 of)  Dworh

Puc. 2 — Pacnosnoxxenne makpocos B nporpamme Word

DTO OTKPBIBAET HOBOE OKHO, B KOTOPOM MBI MOKEM YIPABIISITh HAIUIMMU Makpocamu. JlaBaiiTe BBeaeM
MyMacro B xauectBe uMmeHu B paznene «Mms makpoca», a 3areM BbiOepeM JOKYMEHT Mymacro B
pacKphIBaroOmEeMcst MEHIO «Makpochkl». ITO JOKYMEHT, B KOTOPOM OyZeT coxpaHeH Makpoc. Hakoner,
MbI HaxkMeM «Co0311aTh», YTOOBI BCTABUTH MPOCTYIO CTPYKTYPY MaKpOCOB B HAlll JOKYMEHT.
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Macros 4 X

‘ Step Into

| Edit
Delete
Organizer..,
v
Macros in: | mymacro (document) i
Description:| All active templates and documents a
2 Normal.dotm (global template)
l mymacro [document)

v

Cancel

Puc 3. — OkHO co31aHUS U peJaKTUPOBAHUS MAaKPOCOB

Otkpoetcst okHo Microsoft Visual Basic st mpriiosKeHuid, B KOTOPOM MbI MOYKEM pa3padoTaTh MaKpoC
C HYJISI WJIM MICTIOJIb30BaTh BCTABJICHHBIN CKEJIET MaKpoca.

[JaBaiiTe paccMOTpUM NpPENOCTaBICHHBIA ckeneT Makpoca. OCHOBHas Mpolelypa, UCHoJb3yeMas B
HamieMm Makpoce VBA, HaunHaeTcs ¢ kirodeBoro cioBa SUb[6] u 3akanumBaetcs End Sub. ITo cytu, 3o
0003HAYaeT TEJIO HAIIero Makpoca.

[Moamponenypa oueHb moxoxa Ha Gpyakuuto B VBA. PazHuia 3akirogaercss B TOM, 4TO MOIIPOLIEAYPHI
HEJTb3s UCTOJIb30BaTh B BBIPAKEHHSIX, ITOCKOJIBKY OHM HE BO3BPAINAIOT HUKAKUX 3HAYCHHH, B OTIHYHE
ot ¢yukimii. Ha nanubiit MoMeHT Harr HOBbI Makpoc MyMacro() mpeacrasisier cob0i MpoCTo MyCTyIO
HOJNPOIETYPY, COMEPXKAIIYI0 HECKOJIBKO CTPOK, HAUMHAIOUIMXCS C armocTpoda, KOTOpPhIA OTMEYaeT
Hayajo OJHOCTPOYHOro KoMMeHTapusi B VBA.
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B B Yew et fgmal Dubug Bun Jeok Addim Window Hop
=R BRIC ) 0 ak HFE S @ wacn
Prsject - st

Puc 4. — Hartucanue makpoca

B sTom npumepe Mbl OyaeM HCmosib30BaTh 00bekThl AcCtiveX[7], KoTopbie 00€CIeUUBAIOT TOCTYI K
0a30BbIM KOMaH/1aM OIEPAMOHHON CHCTEMBI. DTOr0 MOXHO JOCTHYb ¢ momornsio WScript[8] uepes
oobexkt Windows Script Host Shell[9]. Co3nas sx3emmsip o6bekta obonouku Windows Script Host
Shell mocpencreom CreateObject[10], mbr Mmoxkem BbI3BaTh MeTon Run[11] mms Wscript.Shell, aro0sr
3allyCTUTh NMPHIIOKEHUE Ha IIEJICBOM KJIMEHTCKOM KOMIbioTepe. i Halero mepBoro Makpoca Mbl
3armyctum okHo PowerShell. Ko sToro makpoca mokasaH HHUXe.

‘ File Edit View Inset Format Debug Bun Tools Add-lns  Window Help

EWE-F a9 ey 8 EEY @ nico

Project - Mormal &
=1 B
El-g Normal
-2 Microsoft Word Objects [(General) <] [mymacros
=25 Modules Sub mymacros()
488 MewMacros
-# Project (Leveraging ma CreateObject ("WScript.shell") . Run "powershell™

End Sub

Puc 5. — Ilpumep xoza Makpoca.

ITockonpky wmakpockl Office He BBIMOMHSIOTCS aBTOMATHYECKH, MBI JOJDKHBI HCIOJIb30BAThH
npenonpeneieHHbii Mmakpoc AutoOpen u cooerTe Document_Open. 3tu nporeAypsl MOTYT BBI3BIBATH
HAIly MOJIb30BATENILCKYIO TPOIEAYPY M 3allycKaTh HaIll KOJ MpU OTKpeITHH JokymMeHta Word. Ouu
HE3HAYMTENIFHO OTJIMYAIOTCS B 3aBUCHMMOCTH OT TOTO, Kak ObuT OTKphIT Microsoft Word u nokymeHT.
O0a oxBaTHIBAIOT OCOOBIE CITyyaH, KOTOPBIX HET B APYTOM, IIOATOMY MBI UCTIOJIb3yeM 00a.
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Ham o6HOBieHHBIN KOo1 VBA 1mmokaszaHn Huxe:

% Marmal - MewMacros (Code)

| [(General)

Suk Autolpeni)

Mymacro

End Sub

Sul Documsnt openi)
Mymacro

End Sub

Subk Mymacrol)

Createfbject ("WS5cript.shell™) .Run "powershell"™

End Sub

Puc 6. — JlonucaHHblii MaKpoC, OTKPBIBAIOLIUICS IPU OTKPBITUN JOKYMEHTA.

3ateM MbI HIeTKHEM 3HA40K «CoxpaHuTh» B okHe Microsoft Visual Basic mist mpuioXeHuit u 3akpoem
JIoKkyMeHT. [locie Toro, Kak Mbl CHOBa OTKPOEM €ro, HaM OyIeT MOKa3aHO MPeayNpekICHHE CUCTEMBI
0€30MaCHOCTH, YKa3bIBAIOIIEE, YTO MAKPOCHI OTKIFOUCHBI. UTOOBI 3aITyCTUTH HAIIl MAKPOC, MBI HAKMEM
«BKJIIOYHUTH KOHTEHTY.

- ¥ Ah 4 =2 T laamtcete | asitcce ASBDC AGBOC ASBBC AstscD Assirdy AakbCels

reet - Peagun g itrw T tiewy

| SEEABOTT MARMNG Murs hve v dssbied

Puc 7. - Ilpeaynpexaenue o makpocax Microsoft Word

ITocie Toro, Kak Mbl HAKMeM «BKIIOYMTE KOHTEHTY, osgBuTcs okHo PowerShell:
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Puc 8. — Pabora koma makpoca ripu otkpbiTud WOrd qokymenra.

Kak moka3zano Ha puc. 8, okHo PowerShell 6pu10 3amyiieHo ¢ MOMOIIbIO HAIIIEro Makpoca.

3akiouenne
Baxxno co0:1r01aTh OCTOPOXKHOCTH MpU pabOTE ¢ MaKpocamMu, OCOOCHHO MPHU 3arPy3Ke U BBHITIOJIHEHUH UX
13 HCHAaACKHbBIX UCTOYHHNKOB. Tomnpko IIpU MMPAaBUIIBHOM U 0€e30I1aCHOM MCIOIb30BaHUU MaKpOChI MOT'YT
CTaTh HAACKHBIM ITOMOIIIHUKOM B HOBCGI[HCBHOﬁ pa60Te C JOKYMCHTaMM. OI[HaKO, HECMOTPA Ha HUX
NOTCHIUAJIbBHYIO IIOJIC3HOCTb, MAKPOCBI TAKXKXC MOTYT IMPCACTABIATH CCPBC3HLIC YIpO3bl JIA
0€30MacHOCTH JaHHBIX M CUCTEMBI B IIeJIOM. BpeqoHOCHBIE MakpoChl MOTYT OBITh CIpSATaHbl B
AOKYMCHTAaX UJIN JJICKTPOHHBIX Ta6J’II/II_IaX U1 3aITYCKATbCA aBTOMATUYCCKU IIPU UX OTKPBITHU. OTO MOXKET
IMPUBCCTHU K 3apa’XCHUIO KOMIIBIOTCPA BPCIAOHOCHBIM NPOrpaMMHBIM O6€CH€‘I€HI/I€M, KpaXe JIMYHBIX
AAHHBIX UJIN JAXKE K Pa3pyIHUTCIbHBIM ITOCICACTBUAM IJIA BCEH CETH. HOBTOMy OYCHb Ba’XXHO JOBCPATH
HCTOYHHUKAM, M3 KOTOPBIX BBl 3arpyxacr¢ MaKpOChbl, W AaKTUBUPOBATH HUX TOJIBKO B CJIy4ac
HCO6XO,[[I/IMOCTI/I, a TaAKIXXC UMCTb aKTYaJIbHOC aHTUBUPYCHOC IIPOIrPaMMHOC oOecrieueHue. KpOMe TOro,
cienyeT ObITh BHUMATEIBHBIM TIPH paboTe ¢ MakpocamMu, 0COOCHHO €CIIM OHM 3alpaliuBaioT JOCTYI K
BaXHBIM CHUCTEMHBIM pecypcaM miu aitnam.Mcrnons3oBanue LuppoBOd MOANUCH WIM KOJOBOU
MOAMKUCH JJISI MaKpOCOB MOXKET OBITh €Ile OJHHM CIOCOOOM 00ecreunTh MX O0e30MacHOCTh. JTO
IIO3BOJIUT y6eI[I/ITLCH, 4TO MaKpOCHL ObLIHN CO3JaHbl M INOAIIMCAHbI HAACKHBIM HMCTOYHHKOM, YTO
YMCHBIINUT PUCK 3apa’k€HUA BPCAOHOCHBIM KOIOM.
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DEVELOPMENT OF AN INFORMATION SYSTEM FOR AN OIL PRODUCING
ENTERPISE

Asif Huseynov Etibar

Azerbaijan State Oil and Industry University

Abstract

The process of developing a study has been laid that covers the deep analysis of the entity's workflow,
obstacles, and goals followed by the development of an informational system architecture. By applying
sophisticated technologies like cloud computing, big data analytics, and IoT integration the system
attempts to enhance the efficiency of oil and gas producing processes, including exploration scouting,
drilling, extraction, refining, distribution and maintenance. Main functionalities of the system include
real-time monitoring and prodution process control, predictive maintenance to render the downtimed
small and resources' utilization critieria as enhanced, intelligent reservoir management for high
production, supply chain orficiation for efficient resource distribution, and compliance for meeting
industry regalations and standards.

Introduction

The world's economy is largely based on oil that is a nerve of transport, manufacturing and invisibility,
and this is the surest evidence that all the sectors are dependent on the oil industry. With the increase in
global population and industrialization, the demand of oil and its derivatives increasingly raises as it
becomes the main source for driving the engines of economic motor. Due to this, most international oil
corporations need to turned toward the technology of efficiency, sustainability, and profitability. In this
light, the creation of information technology which would provide an efficient solution addressing the
unique problems and unwieldy task of oil production becomes indispensable. It is about efficient control
of all stages of the production of oil on a drilling rig by offering such solutions as exploration, drilling,
extraction, and refining. Through implementing of advanced technology and data analytics and
information management methodologies the oil &gas companies may gain totally new capabilities which
will enable the country to face all the challenges of market changes, regulatory requirements, and
environment constraints. As oil production ultimately evolve into sophisticated information system as
opposed to a mere technological upgrade, it displays a fundamental power towards an adaptive, data-
centric and sustainable energy production. The world in the process of replacing conventional energy
sources with the cleaner and more effective ones, the oil companies that lead in innovation and utilize
information technology will become the champions of energy.

Major challenges in oil production
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