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PAZPABOTKA MOJEJIX TEXHOJIOTHYECKOI'O ITPOOHECCA C
HUCITIOJIb3OBAHUEM CETH IIETPU
M:xkadaposa Hlanana, Cadpaposa Tapana
CyMranTckui rocyiapcTBeHHbIH YHUBEPCUTET
AOcCTpaKT
B noknane paccmarpuBaercs MOAEIMPOBAHNE TEXHOJIOTHYECKOTO Mpoliecca ¢ MPUMEHEHUEM HEYETKON
cetu Ilerpu Tuma Vi. Pa3zpaGorana mozaenb (OpMHpPOBAHHE MOJEIU TEXHOJOIMUYECKOro Ipolecca
IIPOM3BOJICTBA TEIUIOBOM M AJIEKTpUYeCKOW sHepruu. OmpeneneHa CTPYKTypa, JUHAMHKA COCTOSIHUS
MOJIEIM M TIOCJIEJOBATEIbHOCTh CpabaThIBaHUS MEPEXOJ0B M3 HAYaJbHOH MapKHPOBKH B BHUJIE
COBOKYITHOCTH BEKTOPOB U MaTpHLL.
KuroueBble c10Ba: TEXHOJIOTMUECKUM ITpoLiecc, GyHKIUS IPUHAAIEKHOCTH, MaTpULla MHIIUJIEHTHOCTH,
MapKupoBKa, HedeTKas ceTb [leTpu, Monenn
BBegenne. DneKTpOCTAaHIIMU — 3TO IPOMBILIIEHHBIE TPEANPUATHS, IPOU3BOAIINE JIEKTPUUECKYIO, a
MHOTJAa M TEIUIOBYIO OJHepruto. Ui OTHENbHBIX THUIIOB CTaHLUMM pealn3yercsi TEXHOJIOTHS
npeoOpa3oBaHus YHEPTUU B BUJIE TIEPBUYHOTO TOILTUBA B AJIEKTPHUECKYIO SHEPrHuio0. TexHomornyeckas
cXemMa IpejAcTaBisgeT CcOOOH IOCIeNOBaTEIbHOCTh ONEpalfii, COOTBETCTBYIOLIYIO IOJIyYEHHUIO
JIEKTPUYECKOMN U TEIUIOBON SHEPTUU.
C yueToM COBpPEMEHHBIX HSKOHOMHUYECKMX TpeOOBaHUN TpedyeTcs psal CEepbe3HBIX ILAroB s
JOCTHKEHHS BBICOKOM KOHKYpPEHTOCIIOCOOHOCTH. [1].
VY4uThIBas 9T NPUUYMHBL, aKTyaJIEH BOIIPOC O IPUMEHEHNH NEPEIOBBIX TEXHOIOTMM U TEXHOJIOTUYHBIX
Mojiefniel, o0ecrneunBaroIuX 3KOHOMUYECKHH, 3KOJOTHYECKU M couuanbHbI 3 (EeKThl, Ha OCHOBE
IpOrpaMMbl MX KOPEHHOTO OOHOBJIEHHS C HAy4HO OOOCHOBAaHHBIM TOHUMAHHEM I IOBBIILICHUS
KOHKYPEHTOCTIOCOOHOCTH  MECTHBIX  mpennpustuid.[2]. TemmoBas dHEprust UCHOJIB3YEeTCS B
TE€XHOJIOTUYECKOM IIPOLECCE MPOMBIIUIEHHBIX MPEANPHUATHI B BUJE Mapa WU IJIsl OTOILIEHUS JKUJIBIX
JIOMOB B BHJIe Topsiuel Bozabl. bioku, ycraHoBiaeHHble B UOM, MMEIOT OTHOCUTENBHO HEOOJBIIYIO
MotHocTh (60 100 165 MBT). [3.,4].
Heanb. B cratbe mMomenupyercst mpoiecc npsMoil BEIpaOOTKHM AJIEKTPOIHEPTUH Ha IpUMepe OypeHus
KOTJIOTYpOMHHOM YCTAHOBKH JUIsl YIPOLIEHUs Hpouenypsl GpopMupoBaHus. TeXHOIOTHYECKas cxema
TOL npencrasiena Ha pucyHke 1. 31ech 1-BaroH-onpoKubIBaTENb, 2-IPUEMHBIN OyHKEp, 3-HaBecHas
pasBsizka, 4-ckmax yrius, S-mpobuika, 6-KoTenbHas, 7-yrojbHas MeNbHULA, &-Kamopudep, 9-
BEHTWIATOP, 10-kene3HoqopokHas ucrepHa , 11 - oborpesaremnu.
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Pucynok 1. cxema Termio TeXHOJOTHYECKas 3JIEKTPOCTAHIINI

Metoa. Onucana onepanyoHHash MOJENb TEXHOJOIHYECKOTO KOTIOTYpOMHHOTO OypOBOro mpoiiecca
HPOU3BOJICTBA TEIUIA U AIEKTPOdHepruu B Buae Heuetkoid cetu [lerpu (CIT) tuna Vf u chopmupoBana
cTpykTypa Mozenu. Cxema paboThl MOJIENH TEXHOJIOTUYECKOT0 KOTJIIOTYpOMHHOTO OYpOBOTO Iporecca
NPOM3BOACTBA TEIJIOBOW M DJICKTPHUYCCKOM HSHEPruM NpUBEICHAa HAa PUCYHKE 2. 371eCh C LENbIo
YTOYHCHUSI MEXAHM3Ma peaTU3allMd MEPONPHUSATHH O TEXHHYECKOH IEPEOLEHKE Ui MOCTPOCHUSI
MOJIETTM  TEXHOJIOIMYECKOro Ipolecca IPOM3BOJACTBA TEIUIOBOW M JJIEKTPUYECKOM OSHEPTruu
HCIIONB3YETCs HeueTKoe npuitoxkenue Vr -turma. [4].

Puc. 2. Cxema 1edaTepHOCTH MOJIEIH TEXHOJIOTHUECKOT0 MpoIiecca MPOU3BOICTBA TEIJIOBOM U
IIEKTPUYECKON SHEPTUN

Heuerkas CIT tuna Vi onpenensercs xak Vi =(W, o), , rie W=(P,T,/,0) - ctpykTypa neuetkoii CII Tuma
Vi ; P={ps,p2,....pn}, N>0 — xoneunoe umciao mozummii; T={t1,t2,...,tn}, M>0 — MHOKECTBO KOHEUHBIX
nepexo10B; : [:-PxT—> No- Bxomnas pynkims mepexono; O:TxP—> No - BEIX0aHAS (HYHKIIHS TIEPEX0/I0B;
Mo - [nx(d+1)] - mcxomHas MaTpuia pa3sMeTKH pasmepa. Kaxnpiii anemeHT pj0 3TOM MaTpHIbl paBeH
3HAYCHHIO (DYHKIIUH MPUHAUICKHOCTH |-1 YnCiia MapKepoB, HAXOASAIIMXCS B MMO3UIIKMHU ceTH. [5-8].
HaGop no3ummii cneayrommii: pP1 - yCTpOHCTBO BBIMOJIHSET ONEPALMIO pa3iuBKU Ha BaroHHoM MHJI3;
P2 — BXOJ] IPUEMHBIX OYHKEPOB OTKPBIT; P3 — B 3aCBINHBIE Y3JIbI 3aCHIIAETCS YTOJIb; P4 - YTOJIBHBIN CKIIA]
MIPUHUMAET YTOJb; Ps — APOOUIILHOE OTAENIEHUE U3MEIbYaeT Yroyib, Ps - B KOTEIbHYIO IOCTYMAeT
1me0eHb; P7— YU MepeMajIbIBalOTCS B MEJIbHUIIE; Pg — YTOJIb CYIIAT BO3yXOHArpeBaTeIsiMu; P9 - yTroJb
pacchIIaeTCsl BEHTUIISITOPOM; P10 — YIOJb NEPEKAauMBAETCA B JKEIE3HONOPOXKHBIE LIUCTEPHBI; P11 —
MapuIpyT HOArOTOBIIEH C OTONUTEISIMU;
HaGop nepexomoB ciemyromuii: 11 - BXOJAHON JeprKaTeah MPUCTIOCOOICHHS TIOITOTOBIIEH K ONepariuu
JIUTHS Ha JINTEHIIMKE; t2 - BXO/ MPUEMHBIX OYHKEPOB OTKPHIT U MPUHUMAET; 13 - BHIIOJIHAETCS IIPOLECC
3aCBIIKU YIJIS B 3aCHIIHBIE Y3IIbl; t4 - 3aKOHUMIIACH Ollepalysi IpUeMa YIJid U3 YroJabHOIro CKiana; ts —
paboTa IpOoOMIIBHOTO 1ieXa Mo APOOJICHUIO YISl 3aKaHYMBaeTCs; lg- MprueM ApoOIEHOro yIiisi B TOPIBI
KOTenbHOM; [9-11].
Pe3ynbmam. B 510 BpeMst maTpuiia HHIMAeHTHOCTH o3l F [11, 6] u mepexoaor H [6, 11] mpumert
CHEAYIOUIUN BU:
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[Tocne BhITONMHEHUS Mepexoja ts OT HavyambHOW pa3MeTKH |lo ObUTa MOJy4eHa MOCIeI0BATEIbHOCTh
BBIMOJIHEHUS CJICTYIONIUX MepeXxoa0B G2 = (ts t5 te t1 t2 t3) .
t4 pa3meTka, MOJydeHHAsI PU BBITIOJIHEHUH TIEPEX0/1a, BBITIISIUT CICTYIOITUM 00Pa3oM:
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Ha ocHoBe pa3zpabotannoro airoputma popmupyercs ctpykrypa Hederkoit I1C tuna V. B pesynbrate
KOMIIBFOTEPHOT'0 IKCIIEPUMEHTA ObLTa MOJy4deHa MOCIIeI0BATEIbHOCTD Mepexo/ioB 61 = (t1 2 tata ts tg
)OT UCXOJIHOW MapKHPOBKH o M CIEAYIOUIHX mepexoqoB 62 = (t4 tste t1 t2 t3) mocne mepexoxa te ObLTO
BBIITOJIHEHO. HpI/IMeHeHI/Ie MOZACIIN OCYHICCTBIIACTCA B BUAC CUCTCMbI HHTCPAKTUBHBIX 3JICMCHTAPHBIX
6J'IOKOB, OTACJIICHHBIX OT 06H.[eﬁ CXEMbI TCXHOJIOT'MYCCKOTO IIponecca II0 (bYHKHHOHaHBHOMy
HazHaueHuto. B 3ToM ciiydae oH MOKET BKJIIOUaTh B ce0si 000pyJO0BaHKUE WM IPyNIy 000pyI0BaHUS,
BBIIMOJIHAIOIIUX BaBepH_IeHHHﬁ 9Tall IMpoucayphbl.
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Investigating security issues in a big data environment
Latafat Gardashova, Farid Naghiyev
Azerbaijan State Oil and Industry University

Abstract

Security in a big data environment covers important issues such as data protection, security analysis,
authentication, accessibility security and data recovery policies. Research in this area is important for
ensuring information security and developing security standards. Strong encryption, user authentication,
and data recovery processes help improve security and reduce security risks in big data environments.
Key words: Big Data, Data Security, Data Leakage, Firewalls, Authentication, Data Encryption
Introduction

The rapidly evolving face of the digital age has become defined by the concept of big data. Millions of
data points are created and processed every day, affecting almost every aspect of businesses, institutions,
and even individuals. However, despite the many benefits brought by this abundance of data, it also
comes with serious security concerns. Big data is much more than just a concept consisting of numbers,
texts and graphics. This refers to a processing-intensive, diverse, and often dynamic dataset that contains
potentially sensitive information. However, as this massive amount of data is processed and stored,
privacy breaches, data manipulation and other security threats are increasingly occurring. In this article,
we will focus on security issues in the big data environment. The likelihood of businesses and individuals
encountering these issues is increasing day by day, and therefore it is vital to pay attention to this issue.
While we evaluate the opportunities offered by big data, we also need to take the necessary steps to
protect data security and integrity.
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