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Rol 9sash Giriga (RBAC) Nazarat Sisteminin bank domeninde implementasiyasi
Abdullayev Qara
Azarbaycan Dévlat Neft va Sanaye Universiteti

Abstract

Bugiin, banklar mailliyys dovriyyasinin tam ortasindadir. Bels ki, banklarin pul transfer edilmasi, pulu
saxlamaq vo s kimi bir ¢ox maliyyo yoniimlii funksiyasi vardir. Bu zaman serverlorlo toyin edilmis
insanlarin olgatanligi tohliikasizlik baximdan ¢ox onomlidir. Buna gora do RBAC (role-based access
control), yoni rol osasli giris nozaroti personalin foaliyyatino nozaret etmek mogsodli on
avtomatlasdirilmus sistemdir. IT sistemlorinds idaroetmo vo salahiyyatin paylanmasi Ggln rol osasl giris
nozarati (RBAC) istifads olunur.
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Acar sozlor: tohliikasizlik, verilonlor bazasi, istifadogi imtiyazlari, rollar, imtiyazlarin idars olunmasi,
RBAC.

Muasir roqamsal diinyada s6zslz ki tohliikasizlik boylk narahatliq dogurur. Rol asasl giris nozarati ayri-
ayri istifadagilora uygun rollar toyin edir, eloca do toyin edilmis rollar G¢lin miiayyon giris icazalari verir.
Bununla da miiassisads rogomsal molumatin qorunmasi mexanizmi tomin olunur. Bu mogqals xiisusilo
banklarda rollarin shamiyyatini va toyin olunan rollarla bagli tokamiil doyisikliklorini tosvir etmokdadir.
Burada sozii gedon rol subyekt kimi miioyyon edilir vo miivafiq omoliyyatlarla birlikdo rollarin
xilisusiyyoatlori miioyyon edilir. RBAC, son dovrlordo shomiyyatli todgigat movzusu olan standart vo on
vacib girigo nozarot modelidir. Giriso nozarot siyasoti dedikdo resurslara kimin daxil ola bilocoyi vo hor
bir istifadagiya na qadar giris icazasinin Verildiyi ilo bagli qaydalart miioyyan edon bir sistemdir. Burada
osas diqgoet Rol iizorindo comlonmisdir. RBAC-1n osas ideyasi kimi rolun istifadogilor vo icazolor
arasinda araliqg modul olmasi ¢ixig edir. RBAC-da rollar istifadogilora (¢oxdan ¢oxa iizra) vo icazolor
muvafiq rola (¢coxdan goxa lizra) toyin edilmisdir. RBAC sistemi, istifadoginin rola vo rollarin da dataya
olagalondirilmis icazalarini istiqgamatlonan iki faqli miiqayiso apararaq gevik nozaratetmsa vo idara imkani
verir. ©ksar halda RBAC, rol iyerarxiyalarini dostokloyon formada qurulur. Bu qurulus bir rolun digor
roldan miivafiq funksiyani miras almasina yardim edir.

RBAC, icazolorin birbasa istifadocilore deyil, toskilat daxilindoki is funksiyalarma uygun goelon rollar
vasitosilo toyin edilmosi ideyasina osaslanir. RBAC-da rol xiisusi hiiquq vo imtiyazlar toplusunu ohato
edir; rola toyin edilmis istifadagilor bu icazoloro avtomatik sokild sahib olrlar. Dayisikliklorin fordi
istifadoci soviyyelorinds deyil, yalniz rol soviyyasinds idar1 olunmasi icazalorin bu metod vasitasi ilo
nizamlanmasini olduqgca asanlasdirir.

RBAC sisteminin asas funksiyalar1 asagidakilardir:

e Istifadagi idarasi: RBAC istifadagilori miioyyan edarok onlara mivafiq icazolor vermak, eyni
zamanda idars etmak ticiin struktur toqdim edir.

¢ Rol idarasi: RBAC sistemindo rollari miioyyan etmok, doyisiklik etmok vo silmok oldugca
rahatdir. Icazo idaroetmosi: Icazolorin yaradilmasi vo miioyyan olunmasi, onlarin miivafiq
istifadagilora verilmasi va icazoalorin geri alinmasi asas funksiyalarindan biridir.

e Girigo Nozarat: RBAC sistemi nozarot mexanizmi sayosindo istifadagilorin 6z rollarmna vo
icazoalorino uygun olaraq resurslara (fayllar, verilonlor bazasi, serverlor, proqramlar va s.)
giriging nozarat edir.

e Tohliikasizlik Auditlori: RBAC, sistemdo tohliikesizlik siyasatlorinin hoyata kegirilmosindo
yardimgi olur vo audit qeydlorini yaradir.

RBAC sistemi 4 asas kompenenti 6ziinds ehtiva edir:

e Istifadagilor (user): RBAC sisteminin osas aktoru istifadocilordir. Belo ki istifadoci dedikda
sistemdoki real soxslor vo ya sistemlor nozordos tutulur. Hor istifadoginin unikal bir identifikasiyasi
yaradilir.

e Rollar: Rollar istifadagilorin ortaq funksiyalara sahib oldugu qruplardir. Misal {i¢ilin, bank
sisteminds “administrator”, “miistori xidmatlori nlimayandasi”, “maliyys miitoxassisi” va s. kimi rollar
movceud ola biler. Bu halda har rolun bir vo ya birdon ¢ox icazasi, yoni salahiyyati ola biler.

e Icazolor (permissions): Icazolor sistemdoki resurslara, verilonlor bazasina slgatanligi tomin edir.
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Niimunos kimi demak olar ki bir bazaya bir istifadoginin oxuma, digar istifadog¢inin iss ham oxuma, ham
do yazma icazosi ola bilor. Icazalor rollarla alagolondirilir vo har rolun miivafiq bir icaziy1 sahib oldugu
icazo matrisi formalasdirilir.

e Icazo matrisi: icazo matrisini bir codvel kimi diisiine bilerik. Hans1 ki, bu
cadvaldo rollar va icazalor slagalondirilmisdir. Beloca har rolun hansi icazoys sahib oldugu bu matrisdo
oksini tapir. Misal t¢lin, administrator rolunun bazada bitin funksionalliglara icazasi ola bilor. Cadval
1.1 vo 1.2 icaza rol matrislorina niimuns ola bilar:

Cadval 1. Rol cadvali

Role Name Description
Role ID
R 1 Admin Administrator
R 2 Board of Director Owner or administrator
R 3 Head Office Manager Manager
R 4 Branch Manager Manager
R5 Remittance Counter Checker Counter Checker
R 6 Withdraw Counter Checker Counter Checker
R 7 Deposit Counter Checker Counter Checker
R 8 Remittance Operator Operator
R 9 Withdraw Operator Operator
R_10 Deposit Operator Operator
Cadval 2. Icazolorin novlari
Permission ID Permission Name Description
P 1 Read View individual transaction, or
read resources
P2 Write Fill data deals with account
transactions
P 3 Edit Update or modify existing
resources
P4 Delete Cancel wrong transactions
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P5 Read report Detail and summary report
(monthly, annual) by branch

P 6 Execute Calculate interest amount,
execute resources

P 7 Approve Check transactions step by step
P 8 Read all Read all transactions
P9 Execute Define User Account, Trace

Login/Logout time,

RBAC texnikasinin komponentlorino daha strafli baxaq.

Rollar. RBAC metodunun an tomal vo an vacib torkib hissasini rollar togkil edir. Rollar sistem daxilindo
istifadoginin solahiyystlorini vo mohdudiyyatlorini birlikdo miisyyon edon icazalor toplusu hesab edilo
bilor. Hor hansi bir toskilati goraitds RBAC-1n tam potensialindan istifado etmak ii¢lin rollarin strateji
mogamlarinin diizgiin basa diisiilmasi vo hoyata kecirilmosini basa diismok vacibdir. Rollar togkilatin
iyerarxiyasini vo funksional strukturunu doqiq oks etdirmok {i¢iin nozords tutulmugdur. Onlar konkret
saxslara deyil, vazifoys vo ya is funksiyasina baglanacaq qodor miicorroddirlor. Bu abstraksiya togkilat
daxilinds is funksiyalar1 inkisaf etdikca istifadacilors rollar asanliqla toyin edilmas va ya yenidon toyin
edilo bilmasi ils yiiksok ¢eviklik vo miqyasliliga imkan verir. Asagidaki sokildoki misala nozar salaq:

CREATE ROLE hr_manager;
CREATE ROLE finance_officer;

Sokil 1.1

Sakil 1.1-ds insan resurslar1 vo maliyys momurlari igtin mavafiq rollar yaratdiq.

—— Granting access to HR-related tables to the HR manager role
GRANT SELECT, INSERT, UPDATE ON employee_records TO hr_manager;

—— Granting access to financial tables to the finance officer role
GRANT SELECT, INSERT ON financial_records TO finance_officer;

Sokil 1.2
Sokil 1.2-do insan resurslar1 roluna is¢i geydlorinin yerlogdiyi codvellor iiglin yeni isci
molumatlarinin daxil olunmasi, mévcud moalumatlarin yenilonmadi vo mévcud molumatlara baxilmasi
ucuin, maliyys momurlarinin roluna iss yeni maliyys qeydlarinin daxil olunmasi vo movcud molumatlara
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baxilmasi {li¢iin imtiyazlar verilmisdir. Hesab edok ki, bazadaki hor hansi bir istifadogiys bu imtiyazlar
verilmolidir.

GRANT hr_manager TO alice
GRANT finance_officer TO bob;

Sokil 1.3
Hor hansi istifadogiys insan resurslarina vo ya maliyyo momurlarina moxsus imtiyazlarin verilmosini
Sokil 1.3-doki kimi sado sokildo icra edo bilrik. Rollarin effektiv dizayn olunmasi ii¢lin asagidaki
xiisusiyyatlorin nozare alinmasi vacibdir.
Fragmentasiya(Granularity). Rol dizayninda kritik miilahizalordon biri fragmentasiya saviyyasidir.
Hoaddindan artiq genis rol potensial olarag on az imtiyaz prinsipini pozarag, haddindan artiq giriso gatirib
cixara bilor, hoddon artiq detalli rollar iss idars etmoak ¢otinlogo bilor. Diizgiin balans1 tapmaq toskilatin
omaliyyatlarini vo tohliikasizlik toloblorini dorindon basa diismoyi tolob edir.
on az imtiyaz(Least Privilege). Hor bir rol on az imtiyaz prinsipina ciddi sokilds riayat etmok tiiglin
qurulmalidir, yoni onun oalagoli vozifalorini yerino yetirmok tigiin lazim olan icazolordon ¢ox vo ya az
olmamalidir. Bu, haddindon artiq genis girisi icazasi olan rollardan qaynaqglanan icazosiz giris vo ya
molumatlarin pozulmasi riskini minimuma endirir.
Rol iyerarxiyasi. Bir ¢ox togkilatlar rollarin digor rollardan icazslori miras almasina imkan veran rol
iyerarxiyalarini miioyyan etmoakdon faydalanir. Masalon, "Bas Menecer" rolu miiayyan yiiksok soviyyali
icazaloari alava edarkan "Menecer" rolunun biitiin icazslorini miras ala bilor. Bu iyerarxik yanasma olagoli
rollarin idaro edilmosini vo imumi strukturu sadslosdira bilor. Miiasir miiossisalordo rollarin idars
olunmasinda asagidaki prinsiplor gézlonilmolidir
Rollarin tayinat1 va lagvi. Rollarin toyin edilmasi vo logv edilmasi prosesi nozarotdo saxlanilmali vo
yoxlanilmalidir. Rol toyinatindaki doyisikliklor adston iso gobul, yiiksalislor, kd¢iirmalor vo ya islorin
dayandirilmast kimi hadisoalorlo bas verir. Effektiv rol idaroetmosi bu doyisikliklorin giriso nozarot
sistemindo operativ vo doqiq oks olunmasinmi tomin edir. Miintozom Auditlor vo Baxislar. Rollar,
imtiyazlarin azalmasina yol vermadon togkilatin ehtiyaclarini qarsilamaga davam etmosini tomin etmok
Uciin miintozom olaraq nazardon kegirilmali vo yoxlanilmalidir. Bu, cari amaliyyat taloblari vo uygunluq
standartlarina uygunlagdirmaq ticiin rol toriflorino yenidon baxilmasini va bolks do yenidon nozordon
kecirilmasini nazords tutur.
Rollarin dinamik toyinati. RBAC texnikasinin gabaqcil totbiglori dinamik rol toyinatlarini 6ziindo
birlosdirs bilor, burada rollar yer, vaxt vo xiisusi layiho tapsiriglar1 kimi kontekstual amillor osasinda
avtomatik tonzimlono bilor. Bu c¢eviklik toskilatlara dinamik is miihitlorindo mohsuldarliga mane
olmadan tohliikesizliyi qorumaga komok edir. Rollarin dinamik idare olunmasinin Oracle SQL-do
totbiqine aid kicir bir misala nazor salaq. Tutaq ki, bir toskilat audit dovriinde moxfi molumatlara
miivoqqoti giris icazesi vermolidir. IT departamenti audit miiddotindo girisi artirmaq iigiin verilonlor
bazasinda istifadogi rollarin1 dinamik sokilds doyiso bilor. Sokil 1.4-do gostorildiyi kimi adi iscilor Uglin
regular_employee, audit menecerlori {igiin iso audit_manager rollarini yaradaq:
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—— Create roles
CREATE ROLE regular_employee;
CREATE ROLE audit_manager;

—— Grant privileges to roles
GRANT SELECT ON financials TO regular_employee;
GRANT SELECT, INSERT, UPDATE ON financials TO audit_manager;

Sokil 1.4

Sokil 1.5-doki audit prosesi basladildigi anda user_id ilo identifikasiya olunan istifada¢inin rolu adi
istifadogidon audit menecer roluna doyisdirilorok bu istifadoginin imtiyazlart doyisdirilir. Audit
prosesinin sonunda iso bu istifadoginin rolu yenidon adi istifadagi roluna qaytarilir:

CREATE OR REPLACE PROCEDURE Assign_Audit_Role(user_id IN VARCHAR2, start_audit IN BOOLEAN) IS
BEGIN
IF start_audit THEN
—— Grant audit_manager role

EXECUTE IMMEDIATE 'GRANT audit_manager TO ' || user_id;
EISSE
—— Revoke audit_manager role and revert to regular_employee
EXECUTE IMMEDIATE 'REVOKE audit_manager FROM ' || user_id;
EXECUTE IMMEDIATE 'GRANT regular_employee TO ' || user_id;
END IF;
END;
Sokil 1.5

Icazalor. Oracle SQL niimunosindo asas diqqot sortlorin doyismosi asasinda dinamik olaraq rollarin toyin
edilmasi prosedurunun yaradilmasina yonaldilib (masalon, auditin baglanmasi). Bu prosesin necs hoyata
kegirildiyini vo daha da optimallasdirila bilacoyini aragdiraq. Dinamik Rol Toyinati Ugtin SQL Proseduru.
Assign_Audit Role SQL proseduru auditin tolobi osasinda istifadogi rollarinin dinamik sokildo
dayisdirilmasi ti¢iin asasdir. Prosedurun vo onun potensiauzantilarinin bolgiisii:
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CREATE OR REPLACE PROCEDURE Assign_Audit_Role(user_id IN VARCHAR2, start_audit IN BOOLEAN) IS
BEGIN
IF start_audit THEN

EXECUTE IMMEDIATE 'GRANT audit_manager TO ' || user_id
ELSE
EXECUTE IMMEDIATE 'REVOKE audit_manager FROM ' || user_id
EXECUTE IMMEDIATE 'GRANT regular_employee TO ' || user_id
END IF
END
Sokil 2.1
Mogsad vo funksionalliqg:

e Sorto asaslanan rolun toyin edilmasi: Prosedur iki parametr alir: user_id vo start_audit.
start_audit-in DOGRU va ya YANLIS olmasindan asil1 olarag, o, rollar verir vo ya logv edir.

e Dinamik SQL icrasi: Dinamik SQL ifadesinin icras1 iigiin EXECUTE IMMEDIATE-don
Istifado edir, rol doyisikliklorinin prosedur daxiletmolori asasinda dorhal tatbiq edilmasine imkan verir.

e Tohliikesizlik Tosirlori: Istifadoci daxiletmalorina (user_id) asaslanan SQL omrlorinin
birbasa icrast SQL inyeksiyasi kimi tohliikosizlik risklorino sobab ola bilor. SQL sorgularini
dinamik sokilde qurmagq ti¢iin birlosmadon istifads edorkon giriglori tosdiglomok vo ya sanitarlasdirmaq
¢ox vacibdir.

RBAC-1n iistiinliiklori vo niys onun effektiv vo genislonon giris nazarati {i¢iin iistiinliik verilon se¢im
olaraq galdigina nozar yetirok:

1. Minimallasdirilmis inzibati is vo sadolosdirilmis idaroetmo. RBAC-1n osas
iistiinliiklorindon biri, icazolorin idars edilmasi ii¢lin tolob olunan inzibati islorin miirokkobliyini vo
hocmini azaltmagq qabiliyyatidir. Har bir istifadogiys fordi icazalor toyin etmok ovozino, administratorlar
miioyyan bir is funksiyasi li¢iin uygun olan icazslor qrupunu tomsil edon rollar toyin edirlor.

2. Tokmillosdirilmis tohliikasizlik. RBAC istifadogilorin yalniz 6z iglorini yerino yetirmok {i¢iin
lazim olan girisi oldo etmolorini tomin edorak, on az imtiyaz (POLP) prinsipino riayat etmoklo
tohliikosizliyi artirir. Bu, icazalorin tosadiifi vo ya bilorokdon sui-istifads riskini mohdudlasdirir.

3. Olgiilobilonlik vo geviklik. Toskilatlar boyiidiikco onlarin IT infrastrukturu vo istifadagi
bazasi inkigaf edir. RBAC, giriso nozarat strukturlarinda shomiyyatli doyisikliklora ehtiyac olmadan artan
mirokkobliys uygunlasan genislono bilon tohliikosizlik modelloring imkan verir.

4. Sabit va yoxlanila bilon girig nozarati. RBAC sistemloari istifadagi icazalorini idars etmok

iiclin sabit yanasma tomin edir. Eyni rolu olan hor bir istifado¢i eyni giris hiiquqlarina sahib olacaq, bu

da auditlori vo tohliikesizlik yoxlamalarini asanlasdirir. Toforriiathh qeydlor, rol toyinatlart vo

dayisikliklorin qeydlori audit tolablorini alavas olaraq destoklayir.
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MANAGING ACCESS IN DISTRIBUTED SYSTEMS: OVERVIEW
Tural Ahmadov , Kifayyat Mammadova

Abstract

This review provides a comprehensive analysis of access management (AM) methods in the field of
information security. AM is a key aspect of protecting sensitive data and resources from unauthorized
access. Understanding various AM models and mechanisms is crucial for designing effective security
solutions. One of the main goals of the study is the diversity of AM approaches, analyzing models from
traditional discretionary AM (DAM) and mandatory AM (MAM) to more newly developed models such
as role-based AM (RBAM), attribute-based AM (ABAM), and policy-based AM (PBAM). Additionally,
enforcement mechanisms like AM Lists (AML) are discussed. This research work is proposed as a
valuable resource for researchers, practitioners, and administrators involved in information security and
AM decision-making.

Keywords: access management; distributed systems; information security.

Introduction

In modern society, many digital innovations have transformed organizations and altered their operational
structures, leading to the establishment of internal networks and connections to broader networks. The
evolution of networks has provided businesses with efficient and effective communication solutions that
require advanced Authentication and Authorization solutions for the storage of data [1]. Access
Management (AM) is a solution to address information security issues by fulfilling specific security
requirements to prevent unauthorized access to various resources. Since AM is a very active research
field, this scientific work aims to explore existing technical solutions and application areas by examining
issues surrounding reliable digital transformation strategies for organizations and enterprises.
Background and related work

AM is a valuable technique for protecting information security by determining who or what can see or
use resources. According to the definition provided by NIST for AM [2]:

A usually automated set of procedures or processes that allow access to a particular space or data
managed in conjunction with predefined policies and rules.”AM is considered the foundation of
information security in fields including Cloud Computing and the Internet of Things. AM has the
capability to monitor access to resources and effectively prevent unauthorized data flows [3].
According to Stallings and Brown [4], AM solutions can be designed with three main principles in mind:

—Identification - The process of verifying the correctness of specific access credentials of the user
(subject) and various system objects.

—Authorization - The process of granting or denying access permissions for a system resource
(object), deciding for what purpose the subject is trusted.

—Audit - An independent review that checks system logs or activities to understand the status of
system management tools. Additionally, conducting an audit can help ensure compliance with
established policies and operational procedures, detect security breaches, and provide recommendations
for improving Information Security Management Systems (ISMS).
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